3GPP TSG SA WG3 (Security) Meeting #90
S3-180259
22 – 26 January Gothenburg, Sweden
revision of S3-17xabc
Source:
Qualcomm Incorporated
Title:
pCR: Multiple Registrations in different PLMNs using K_AUSF (Updated)
Document for:
Approval

Agenda Item:
7.2.6.1
1
Decision/action requested

This pCR proposes a solution for Multiple registrations in different PLMNs using K_AUSF
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Rationale

At the last SA3 meeting, an optional to implement optimized authentication solution (both for the UE and the HPLMN) using KAUSF that avoids the need for separate primary authentication for each registration when performing multiple registrations to different PLMN was discussed [2].  We received several useful comments (both during the meeting as well as offline comments afterwards) on the solution. In this contribution, we address those comments and updated the solution to address the comments.
1. How is authentication achieved?
The mutual authentication (of the UE and the network) is achieved by a successful exchange of NAS SMC and NAS SMC Complete messages. The successful integrity verification of these two messages achieves the mutual authentication between the UE and the network as the keys required for NAS SMC are derived from the K_AUSF that is only known to the UE and the home network. This authentication is achieved by both the UE and the network proving the knowledge of K_AUSF and the subsequent keys derived from it. This is similar to 5G AKA where the authentication procedure is considered successful only after the successful completion of NAS SMC procedure. 
The KAUSF based authentication is as secure as the EAP-based fast reauthentication (e.g., in clause 6.3 of TS 33.402 and in section 5 of RFC 4187 for EAP-AKA’ fast reauthentication) as both methods reuse keys derived from full authentication and the freshness parameters are provided by both the UE and the network. For the KAUSF based authentication, use of NAS COUNT along with the use of COUNT value maintained by the AUSF ensures the freshness of the keys derived from KAUSF and the authentication.
2. How to achieve home confirmation of authentication?

There are two ways to achieve home confirmation:

· Include a MAC that is calculated using a key derived from the KAUSF that is known only to the UE and the AUSF in the NAS SMC complete message. The serving network can then forward the MAC value to the AUSF for authentication confirmation. 
· When home confirmation is required, the AUSF can initiate primary authentication instead of reusing KAUSF for authentication.

To keep the procedures for KAUSF based authentication simple and maintain the flexibility at the home network to determine when full authentication is required (e.g., based on serving network or frequency of authentication), we prefer the use of primary authentication instead of using the KAUSF for home confirmation and is implemented in the pCR. However, we can also accept the use of the MAC based approach if SA3 prefers such an approach.
3. How to ensure Subscriber Privacy such that KeyID does not leak information about the UE
We propose that the KeyID derivation includes at least a portion of the SUCI (e.g., 32 LSBs of the SUCI) and the serving network name (SN-name) in the calculation of the key identifier:

KeyIDAUSF = KDF (KAUSF, 32 LSBs of SUCI, SN-name, FC value)
The use of at least portion of the SUCI in the KeyID generation ensures that the subscriber privacy of the UE is preserved if non-null scheme is used. 
The use of serving network name is beneficial as it will ensure that the generated KeyID is always different for different PLMNs and binds the authentication to the serving PLMN.
4. Replay attacks against the UE:

We propose that the UE store the COUNT value that is used by the AUSF for the derivation of the KSEAF along with the KAUSF for replay protection. The UE shall check that the received COUNT value is always greater than the stored value. If not, the UE shall treat it as SMC failure and retry registration by not including the KeyID. If the primary authentication succeeds, then the UE should replace any stored KAUSF at the UE with the new KAUSF and initialize the COUNT value to an initial value.
5. What happens if the counter gets out of sync?
See response for Q4. In this case, the UE falls back to full primary authentication if the received COUNT value from the serving network in the NAS SMC is less than or equal to the COUNT value stored at the UE.
6. Security level of reusing KASUF

This already captured by the below NOTE in clause 6.1.1.1 of [1]:
NOTE 2:
A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA'. 

Therefore, we believe that there is no need to repeat the NOTE.
7. Can the serving network force primary authentication?

Yes, this can be achieved by the serving network by not forwarding the key identifier received from the UE to the AUSF. The Key ID is an optional parameter in the registration request and the serving network not including the KeyID in the 5G-AIR message will trigger the AUSF to initiate the primary authentication.

8. Storage of the KAUSF at the home network.

The KAUSF (and the any values associated with it such as the COUNT value) may be stored either at the AUSF or at the UDM. The former means that the AUSF needs to become stateful to support this optimization. The latter means that the UDM to AUSF interface needs to be enhanced to support this capability. However, this decision is up to CT4. We propose an Editor’s Note to capture this open issue. An LS should be send to CT4 to request this preference.
The pCR below implements the updated KAUSF based authentication.

4
Detailed proposal

SA3 is kindly request to approve the below pCR.
================= START OF CHANGES ================

6.3.4
Multiple registrations in different PLMN’s’ serving network or in same PLMN’s serving network

There are two cases where the UE can be multiple registered in different PLMN’s serving networks or in the same PLMN’s serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 

NOTE: The UE belongs to a single HPLMN.

6.3.4.1
Multiple registrations in different PLMNs

The UE shall independently maintain and use two different 5G security contexts, one per PLMN’s serving network. 


If the UE has registered to one serving PLMN and wants to register to a different serving PLMN, the 5G security context for the subsequent registration shall be established either by a new primary authentication or by using the home network key KAUSF for the authentication. The use of KAUSF for authentication is an optimization that avoids the need for a separate primary authentication.  The use of KAUSF for authentication is optional to implement for the UE as well as for the home network.
If the UE supports the storage of KAUSF, it shall store a 32-bit counter, AUSF_KDF_COUNT along with the KAUSF. The AUSF_KDF_COUNT shall be initialized to zero whenever a new KAUSF is generated and stored by the UE as part of a primary authentication.
If the UE has registered to one serving PLMN and wants to register to a different PLMN, the UE shall initiate the UE registration by sending the initial registration request message.

If the UE has the stored KAUSF, it shall derive a key identifier KeyIDAUSF from the KAUSF by including SUCI and the serving network name (SN-name) as inputs to the key derivation as follows:
 KDF (KAUSF, 32 LSBs of SUCI, SN-name, FC value)

The UE shall set KeyIDAUSF to 32 LSBs of the KDF output. The KeyIDAUSF shall be included in the initial registration request. 
NOTE 1: The use of SUCI in the key derivation ensures that the KeyIDAUSF preserves the subscriber privacy when privacy preserving scheme is used to generate the SUCI. The use of serving network name ensures that the KeyIDAUSF is separate for each PLMN even when null-scheme is used for SUCI generation and the authentication is bound to the serving network.
 Editor’s Note: The KeyIDAUSF derivation needs to be added in Annex A.x.
If the UE does not have the stored KAUSF, the UE shall not include the KeyIDAUSF in the initial registration request message.

Upon receiving the Registration Request with KeyIDAUSF, if the SEAF decides to force primary authentication, it shall not include the KeyIDAUSF in the Authentication Initiation Request (5G-AIR) message to the AUSF. Otherwise, the SEAF shall include the KeyIDAUSF in the Authentication Initiation Request (5G-AIR) message to the AUSF.
The AUSF shall check whether authentication confirmation from the serving PLMN is required. If not, the AUSF shall check whether it received the KeyIDAUSF in 5G-AIR, has a stored KAUSF and wishes to reuse it. If the AUSF decides to reuse the stored KAUSF for authentication, then

·  The AUSF shall derive the KeyIDAUSF in the same way as the UE and verify whether the KeyIDAUSF derived by the AUSF matches the received value. If they match, then the AUSF shall skip the initiation of primary authentication and derive the KSEAF from the KAUSF by including the serving network name and the counter AUSF_KDF_COUNT in the key derivation. The AUSF_KDF_COUNT is a monotonically increasing 32-bit counter, with the initial value of 1. After each key derivation from the KAUSF, the AUSF shall increment AUSF_KDF_COUNT by 1. The AUSF_KDF_COUNT is stored by the AUSF along with the KAUSF. The use of AUSF_KDF_COUNT ensures that a key derived from KAUSF is always fresh.

Editor’s Note: The KSEAF derivation in Annex A.6, along with respective text in other clauses of this specification for 5G AKA and EAP-AKA’ needs to be updated for alignment.
Editor’s Note: The above text assumes that the AUSF is stateful when it supports storage of the KAUSF and the associated AUSF_KDF_COUNT value. An alternative option is for the home network to store the KAUSF and the AUSF_KDF_COUNT value in the UDM instead of the AUSF. In the latter case, the AUSF to UDM interface needs to support this capability. Whether the AUSF or the UDM stores these parameters is a CT4 decision and relevant texts in this clause may need to be updated based on CT4 decision. 
· The AUSF shall send the derived KSEAF, along with the AUSF_KDF_COUNT, to the SEAF in Authentication Initiation Answer (5G-AIA). 

· The AMF shall use the KSEAF to establish a 5G security context with the UE by sending NAS Security Mode Command (SMC). The NAS SMC shall include the AUSF_KDF_COUNT. The AUSF_KDF_COUNT in the NAS SMC shall be integrity protected but not ciphered. 

· The UE shall first check whether the received AUSF_KDF_COUNT value is greater than the value stored at the UE. If it is greater, then it shall use the AUSF_KDF_COUNT received in the NAS SMC in the derivation of KSEAF in the same manner as the AUSF and use it to establish a 5G security context with the AMF in the serving network. Using the established 5G security context, the UE shall verify the integrity of the NAS SMC message. If the integrity verification is successful, then the UE shall set the AUSF_KDF_COUNT to the value received in the NAS SMC. Otherwise, the UE shall treat it as NAS SMC failure and retry registration with the serving network by sending a registration request without including the KeyIDAUSF.
If the AUSF does not support the storage of the KAUSF or the AUSF decides to perform primary authentication, the AUSF shall initiate a primary authentication by sending Auth-Info-Req message to the UDM/ARPF. 
NOTE 2: In cases where the home network requires Authentication Confirmation from the visited network, the AUSF needs to perform primary authentication instead of reusing KAUSF for authentication.
The successful authentication results in establishment of a separate 5G security context with the AMF in the serving PLMN.
================= END OF CHANGES ================
